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(A quick word about being an attorney . . . )

Introductions



Who is in the Room? 
What is Your School Role? 

• Head of School
• Associate Head of School

• Division Head 
• Human Resources 
• Business Officer 

• Other 



Quiz Time! 
In your school, have you (or a colleague) 

experienced:

A phishing attack where a staff member or student 
received an email that looked like it came from the 

school? 

Yes, No, I Don’t Know



Quiz Time! 
In your school, have you (or a colleague) experienced:

A staff member sending a message in error to the 
broader school community which contains private 

information?

Yes, No, I Don’t Know



Quiz Time!
Does your school conduct cybersecurity training 
for staff? 

Yes, during onboarding. 
Yes, during onboarding and annually (or on a 
regular basis. 
No. 
I don’t know. 



Tech Lingo 
•The “cloud” 
•Phishing
•Malware 
•Multi-factor authentication 
•Firewall 
•VPN 
•Encryption 



Cloud



Phishing



Malware



Firewall



VPN



Cybersecurity Landscape 
• Financial Consequences of a cyber attack are 

increasing: cost has increased 62 percent in the last 5 
years 

• The number of discernable cyber attacks have 
increased over the last 6 years

• From 2016-2017, ransomware attacks doubled 
• Response: companies are putting a majority of their 

resources (56%) into detection and containment, 
followed by recovery, investigation, incident 
management, and ex-post response 

*source: 2017 Cost of Cyber Crime Study, Ponemon Institute 



Education Landscape
• According to the Privacy Rights Clearinghouse, over the last 5 years 

(2014-2018), the education sector has experienced 133 publicly known 
breaches affecting 11,107,588 records!  

Type Number

Hacking or Malware 53 incidents 

Unintended Disclosure (information 
mishandled, accidently sent or posted, 
etc)

29 incidents 

Unknown 27 incidents 

Physical Loss (paper documents that are 
lost, stolen)/PORT (electronic devices 
that are lost stolen)

21 incidents 

Insider (someone with access 
intentionally breaches information)

3 incidents 

Presenter
Presentation Notes
Privacy Rights Clearinghouse gets their data breach numbers and details from government agency reports or verifiable media sources 



Legal Landscape 
•Fragmented
• The U.S. does not have a general privacy law. 
• On the federal level, privacy law is sector 

specific(finance, health, education). 
• On the state level, there are constitutional protections, 

sector specific laws, and general laws governing data 
protection and data breaches. 

• There are also “common law” claims such as intentional 
infliction of emotional distress, negligent infliction of 
emotional distress, and invasion of privacy. How these 
apply often depends on the state.

Presenter
Presentation Notes
There is not a federal data breach law which would require companies to take certain privacy and data security steps and notify consumers about breaches/respond to breaches in a standard way. Members of Congress have introduced such legislation, but it has not gained traction.  See https://www.leahy.senate.gov/press/leahy-introduces-the-consumer-privacy-protection-act.  The Obama Administration published a Privacy bill of rights, but it was not enacted into law. (https://obamawhitehouse.archives.gov/the-press-office/2012/02/23/we-can-t-wait-obama-administration-unveils-blueprint-privacy-bill-rights) 



Federal Legal Landscape 

Family Educational Rights and Privacy Act (FERPA): 
FERPA governs the privacy of student education 
records and limits what information can be 
disclosed without parent consent (or student if 
over 18). 

•BUT only applies to schools who receive 
funding from U.S. Department of Education 
programs.

Presenter
Presentation Notes
FERPA: also has no private right of action; HIPAA also has no private right of actionHIPAA/FERPA school interaction: 



Federal Legal Landscape 

Health Insurance Portability and Accountability Act 
(HIPAA): HIPAA provides national standards for 
electronic health care transactions and protects the 
privacy and security of personally identifiable health 
information.

• BUT only applies to entities that transmit health 
information electronically as part of a transaction
(like billing insurance). Not all healthcare/medical 
information is covered under HIPAA.  



Federal Legal Landscape 

Children’s Online Privacy Protection Act (COPPA): 
COPPA protects the personal information of 
children under 13 on websites and other online 
services such as mobile applications. While COPPA 
applies to website or mobile app operators and 
not schools, schools may consent to the collection 
of student information on behalf of parents in the 
educational context. 



Federal Legal Landscape 
Other: 

• Americans with Disabilities Act, Family Medical Leave Act, Genetic 
Information Nondiscrimination Act: Employers must keep 
information separate from other information and treat it as a 
confidential medical record.

• Gramm-Leach-Bliley Act (GLBA): GLBA outlines privacy and security 
requirements for personal financial information held by financial 
institutions. This may cover independent schools with payment 
plans that charge interest. 

• Payment Card Industry Data Security Standard (PCI-DSS): PCI-DSS 
sets security standards for entities that store, process, or transmit 
cardholder data.

• FTC Red Flags Rule: Requires creditors to have written policies and 
procedures to identify, detect, respond to, an evaluate threats or 
“red flags” of identity theft

Presenter
Presentation Notes
COPPA does not have a private right of action. 



State Laws—Data Breach

As of 2018, all 50 states (plus D.C. and territories) have laws 
which require notification in case of a data breach. These laws 
vary in many respects including:
• the definition of personal information (what data is protected) 
• the definition of “breach” 
• Whether a risk analysis is required
• Whether this is an ‘encryption safe harbor’ 
• Timing of breach notification, who must be notified, and what the 

notification must say
• Private right of action, government action/investigation/both

Presenter
Presentation Notes
Common definition of personal information includes: An individual’s first name or first initial and last name plus one or more of the following data elements: (i) Social Security number; (ii) driver’s license number or stateissued ID card number; or (iii) account number, credit card number or debit card number combined with any security code, access code, PIN or password needed to access an account; generally applies to computerized data that includes personal information. 



State Laws—Data Security

As of 2017*, 13 states have laws that address data security. Generally these laws 
require entities who hold personal information to create and maintain 
reasonable security procedures and practices.

• Example: Massachusetts
• Every entity which has personal information from a Massachusetts 

resident must create, implement, and maintain a comprehensive 
information security program with administrative, technical, and 
physical safeguards. 

• The law does provide that the information security program can be 
tailored based on the following factors: the size, scope, and type of 
business; the amount of resources available to the organization; the 
amount of stored data held by the organization; and the need for 
security and confidentiality of information

*Source: National Conference of State Legislatures, number may have increased.

Presenter
Presentation Notes
Data disposal: http://www.ncsl.org/research/telecommunications-and-information-technology/data-disposal-laws.aspx



State Laws—Data Disposal 

As of 2016*, 32 states also have data disposal laws 
governing how data holders destroy/dispose of 
personal information.  

*Source: National Conference of State Legislatures, number may have increased



State Laws—California 

• New law: California Consumer Privacy Act—goes into effect January 1, 
2020 

• Applies to organizations with annual gross revenues over $25 million, 
• Buys, receives, sells or shares the personal information of 50,000 or more 

California residents annually, or
• Receives 50% or more of its annual revenues from selling consumer’s personal 

information 
• (does not apply to nonprofits) 

• Disclosure requirements, explain what personal information you are 
collecting and why, consumers have right to request personal 
information be deleted

• Remedies for data breaches: Attorney General and individual remedies
• Similarities to E.U. GDPR 
• Likely to change before 2020 effective date 

Presenter
Presentation Notes
Definition of businesses: A sole proprietorship, partnership, limited liability company, corporation, association, or other legal entity that is organized or operated for the profit or financial benefit of its shareholders or other owners, that collects consumers’ personal information, or on the behalf of which such information is collected and that alone, or jointly with others, determines the purposes and means of the processing of consumers’ personal information, that does business in the State of California, and that satisfies one or more of the following thresholds



E.U. GDPR 

• Represents an expansion of rights and responsibilities for persons  and 
businesses located in the EU itself AND

• Applies beyond the EU to companies (and nonprofits) who collect personal
data of individuals in the EU regardless of the location of the company itself.

• Organization must have a legal basis to process personal data
• Consent
• Contractual Necessity
• Legitimate Interest

• Enhanced (Yet Simpler) Privacy Notices: Explain basis for processing  dating, 
how information will be used/stored, data subject rights

• Strengthened individual rights including “right to be forgotten”
• Data Security/Breach Notification
• Enforcement: Fines can be as large as 4% of global revenue or 20  million 

euro, whichever is higher



Data Privacy and Security Risks

What Can Go Wrong When it Comes to Data Loss?

• Legal risk due to protected data exposure
• Reputational risk
• Financial risk (ransomware, theft)
• Continuity of business interrupted

How Can You Approach? 
• The dangers can be hard to alter, but the risk levels can be changed 

and managed 



Urgent v. Important: The Eisenhower 
Matrix 

• Establish Priorities 
• Examine Best Practices
• Educate the Team 



Pat Basset’s Decision Making Matrix 
•Does your proposed course of action pass these 
tests?
•Gut test?
•Legal test?
•Headline test?
•Role model test?



Case Study #1  



Case Study # 1 

Questions:
• What Risks Can You Avoid?
• What Risks Can you Accept?
• What Risks Can you Control or Mitigate?
• What Risks Can you Transfer? 

Gut Test Legal Test Front Page Test Role Model Test

Basset’s Decision Making Matrix



Case Study #2

Amanda is the assistant to the admissions director at Fresh Air Boarding 
School.  Her technology skills are strong, and she is the one responsible 
for managing the school’s admission software.  She routinely takes her 
computer home to complete work-related tasks, as well as some 
personal internet surfing. In early June, every student on the waiting list 
receives an email account saying “congratulations, a spot has opened up 
at Fresh Air Boarding School for you. You must make a deposit of 
$10,000 within 24 hours to secure the spot. Click here to access our 
online payment system.” The school is unaware of these messages until 
one of the families sends an email directly to the Dean of Students 
asking when roommate information will be sent. The dean is confused 
because the name does not match any of those she has on her lists. She 
heads down to the admissions office to see if she has the latest 
information about who is enrolling in the fall.



Case Study # 2 

Questions:
• What Risks Can You Avoid?
• What Risks Can you Accept?
• What Risks Can you Control or Mitigate?
• What Risks Can you Transfer? 

Gut Test Legal Test Front Page Test Role Model Test

Basset’s Decision Making Matrix



Case Study #3 

Your Head of School comes to work on Monday to discover a truly 
alarming state of affairs. The school has been targeted by a ransomware 
attack—none of the information maintained by school servers is 
accessible to school employees and the IT director has received a 
threat—the attackers are demanding a payment in exchange for a 
decryption key that will unlock access to the data. If the school does not 
pay, they will publicly release student and staff private information. 

Presenter
Presentation Notes
Basis: https://www.edweek.org/ew/articles/2017/01/11/ransomware-attacks-force-school-districts-to.html 



Case Study # 3 

Questions:
• What Risks Can You Avoid?
• What Risks Can you Accept?
• What Risks Can you Control or Mitigate?
• What Risks Can you Transfer? 

Gut Test Legal Test Front Page Test Role Model Test

Basset’s Decision Making Matrix



Case Study #4 

Seaside Boarding School has constructed all new buildings with hurricane-proof 
materials and reinforced older buildings.  When Hurricane Whitney arrives, the 
campus is evacuated, Allie, the network administrator, does one last backup to the 
cloud, pulls hard drives from servers and exits campus.  She is confident that the 
school systems can be put back online once Whitney has passed by and school is 
back in session.
The campus is indeed flooded, and even though many of the campus buildings hold, 
a post-hurricane assessment determines that it will be about two months before 
campus can be occupied.  Allie and the rest of the technology team meet at the 
Head of School’s house to discuss setting up a remote campus for the coming 
weeks.  Allie is pleased to discover that all the systems she set up earlier are 
operable, email, the campus learning management system, and the school's 
operational databases all come back up as expected.  However, she is dismayed to 
see that no one appears to be logging in, putting up assignments, or getting back to 
the work of school.



Case Study # 4 

Questions:
• What Risks Can You Avoid?
• What Risks Can you Accept?
• What Risks Can you Control or Mitigate?
• What Risks Can you Transfer? 

Gut Test Legal Test Front Page Test Role Model Test

Basset’s Decision Making Matrix



Case Study # 5

Your IT director is conducting a systems scan/audit 
and discovers that there has been a data breach. 
Personal information including names, social security 
numbers, birth dates, immunization records, allergies, 
medication history, email addresses, and physical 
addresses have potentially been exposed, including 
information of people who applied to but never 
attended your school. Worse yet, you discover that 
this breach happened many years ago. 

Presenter
Presentation Notes
Based on Yale lawsuit. 



Case Study # 5 

Questions:
• What Risks Can You Avoid?
• What Risks Can you Accept?
• What Risks Can you Control or Mitigate?
• What Risks Can you Transfer? 

Gut Test Legal Test Front Page Test Role Model Test

Basset’s Decision Making Matrix



Case Study #6 

The school admissions director is preparing a social media post touting the 
admissions statistics and impressive credentials of the incoming class of 
students. At the same time, she is reviewing a document which contains 
sensitive student information including transcripts, disciplinary information, 
interview notes, and recommendation letters for all students who applied 
to the school that year. The admissions director finishes drafting the social 
media post, attaches what she believes to be a picture, and clicks publish. 
Unfortunately, she accidently attached the document containing the 
sensitive applicant information instead of the intended photo. Many people 
are able to view the attachment before the error is discovered and deleted. 

Presenter
Presentation Notes
Based on Ashley Hall—if it’s too close, we can change to read disciplinary records or grades. 



Case Study # 6

Questions:
• What Risks Can You Avoid?
• What Risks Can you Accept?
• What Risks Can you Control or Mitigate?
• What Risks Can you Transfer? 

Gut Test Legal Test Front Page Test Role Model Test

Basset’s Decision Making Matrix



Planning Ahead 

• It’s better to prepare rather than react. How do 
schools do this? 

•Read ATLIS’ Cybersecurity Recommendations 
which contain best practices drawn from:
•Our members’ experiences
•Center for Internet Security
•US Computer Emergency Readiness Team
•National Cybersecurity Awareness System



ATLIS Recommends . . . 



Pull Together Your Team

Many factors are 
involved in the 
level of security a 
school needs.



It Takes a Team 

Secure your own mask before helping or involving others!
• Involve: 

• Technology department leadership
• Risk management leaders from administration and board
• Key employees who handle secure and/or privileged data



Responsibilities of the Team 

• Assess the school’s current cybersecurity plans, resources, 
and measures.

• Assess and update the knowledge level of the team members.
• Conduct an annual review of 

• Cybersecurity stance, policies and procedures,
• Threat landscape, 
• Training program
• Insurance coverage.

• Periodically, but at minimum every 3 years, oversee and 
respond to an external audit of the school’s cybersecurity.



4 Essential Forms of Protection: 

•Multi-Factor Authentication
•Screen Locks 
•Hard Drive Encryption
•Baseline Training 



Screen Locks



Multifactor Authentication



Encryption



Baseline Training



Two Ways to Conduct an Audit 

Internal audit--Does the school follow defined 
best practices? What areas need attention?

External audit--What areas of weakness exist 
outside of your scope of measurement? How 
does the school compare to peers?



Other Ways to Protect Your School 

•Simulated Phishing Drills
•Cyber Insurance 
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